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Abstract. This work considers the combined used of Petri nets and object-oriented concepts for the modelling and analysis of
control systems. The object modularity is explored in order to deal with the system complexity in both modelling and analysis.
According to the proposed approach, the verification of behaviour properties is reduced from a complex proof involving the overall
model to a set of simpler proofs involving the model of one or a few objects. Each local proof is made considering a set of
hypotheses that should then be proven. Particularly, this paper considers the landing system of the military aircraft Rafale (Dassault
Aviation) as a case-study. The aimisto test the proposed approach for real systemswith a high level of complexity.
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1. Introduction

In the system automation field, the design of control systems has been a constant topic of research. Pushed by the
increasing competition among industries, new proposals aim to improve system reliability, reduce costs and time of
development, among other things. In this context, the formal verification of behaviour properties of the system plays a
fundamental hole. The main problem is how to assure that the control system will present a specified behaviour under
the variety of circumstances that it can be submitted while in operation.

In general, there are two ways of verifying behaviour properties for a control system: theorem proving and model
checking [Silva et al, 2001]. In the first case, the aim is to infer or contradict the behaviour property by using logical
proofs. In the second case the property is verified by determining all the set of reachable states for the system. The
advantage of the first approach is that it is not restricted to finite-state systems. On the other hand, properties which can
be automatically proven by available theorem provers are rather restricted because the properties are frequently not
decidable. In the second case, the model checking can be automatically executed, however, the set of reachable states
grows exponentially with the size of the system, turning unfeasible the analysis of large systems. These problems are
more accentuated if instead of considering pure Discrete Event Dynamic Systems, it is also necessary to introduce time
variables in the model, and are particularly critical for the case of Hybrid Systems (with both discrete and continuous
dynamic). For Hybrid Systems, an additional problem is the non-decidability, i.e., the non-guarantee that, with a finite
number of steps the property can be proved using model checking techniques [Alur et al., 1995].

In this context, the authors defined a new analysis approach. The main point of this approach is modularity, i.e.,
how to decompose the analysis problem in order to handle its complexity (and avoid state explosion problems). For this
purpose the object-oriented concepts are used during the modelling phase in order to achieve a modular structure of the
modelled system. During the analysis, only the model of one or a few objects is considered at a time. Simultaneously,
the approach takes advantage of the user knowledge about the system by allowing the introduction of hypotheses
considered by the user as ‘reasonable’. These hypotheses reduces the set of reachable states and must be proven in the
end by using, for example, theorem-proving methods. As the general case of hybrid systems is the target of the
approach, Petri nets are used for representing the discrete aspects and differential equation systems for the continuous
ones.

Particularly, the purpose of this paper isto apply this approach for the landing system of the military aircraft Rafale,
which has also been used as a case study for testing and comparing other analysis techniques. Due to the scale of the
case-study, the models and analysis processes are only partially presented.
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This paper is organized as follows. The current problems of tools for automatic verification of behaviour properties
are discussed in Section 2, based on results presented by previous works. In Section 3 a brief description of the landing
system case-study is introduced. An overview of the modelling approach used by the authors and examples of class
modelling are presented in Section 4. Then the analysis approach is presented in Section 5. Section 6 illustrated its
application for the verification of a safety property in the landing system. Finally, Section 7 draws some conclusions.

2. Toolsfor Automatic Verification

The landing system of Rafale (a military airplane made by Dassault Aviation) has been adopted as a case study by
the French research group StrQdS (Systéme Temp-réel Qualité de Service') of the GAR-CNRS ARP (Architecture,
Réseauix et systémes, Parallélisme?). The aim of this case-study is to analyse, test and compare techniques, tools and
approaches for the verification of behaviour properties.

Some of the results obtained in these studies can be found in [Boniol & Carcenac, 2002]. The following tools were
tested: NP-Tools + Lucifer trandlator [Ljung, 1999], Lesar [Halbwachs, 1992] (available at [Lesar, 2003]), SMV
[Clarke et al., 1994] (available at [SMV, 2003]) and UPPAAL [Pettersson & Larsen, 2000] (available at
[UPPAAL,2003]). In the first three cases the model is described using the language Lustre, in the last case it is atimed
automata. All of them are timed models; the continuous dynamics of the controlled (physical) part is not explicitly taken
into account.

Except for the SMV, all the other verification tools presented problems and were not able to verify all the properties
considering 3 landing-sets (the landing system is explained in Section 3) and a general context (the behaviour of the
pilot and the initia state is unknown). In some cases, better results were obtained considering just one or two landing-
sets and a particular context.

These problems are consequence of the state explosion. Although some tools, such as UPPAAL, provide a modular
approach for modelling, the analysisis global. The analysis processes enumerate all the possible sequences of eventsin
a global time, resulting in an explosion of the number of scenarios and states. All the tools are indeed based on model
checking.

If the continuous dynamic of the controlled part is also considered in the model, then the problems faced by the
available tools are even worst. Silva et al [2001] presents a comparison among the tools UPPAAL, HyTech [Henzinger
et a, 1997], CheckMate [Silva et a, 2000] and Verdict [Stursberg et al, 1998] using a relative simple example of a
batch chemical reactor and the conclusion of thiswork is that computation complexity restricts their application to fairly
small systems.

These problems motivate the development of the approach presented in Section 5.

3. TheRafaleLanding-System

The Rafale landing system is composed by 3 landing sets containing each one a door and a landing-gear. A
simplified schema of alanding set is presented in Figure 1.
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Figure 1. Landing set.

For landing, the following sequence must be performed: open the doors of the landing-gear boxes, extend the
landing-gears and close the doors. This sequenceisillustrated in Figure 2.
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Figure 2. The landing sequence.

! http://www.laas.fr/strqds/ (accessed in 24/03/2003)
2 http://www.arp.cnrs.fr/ (accessed in 24/03/2003)




After taking off, the sequence to be performed is: open the doors, retract the landing-gears and close the doors. An
up/down handle is provided for the pilot. When the handle is set UP the extending landing-gear sequence is
accomplished, when the handle is set DOWN the retracting landing-gear sequence is accomplished.

The following monitoring components provide information to the pilot:

A green light informs that the landing-gears are extended and blocked.

A red light informs that the doors are not closed.

An aarm panel reports possible faults.

A state panel informs the current state of the landing-gears and doors.

The landing-gears and doors movement is performed by a set of actuating cylinders:

=  For each door, acylinder (an actuator) opens and closes the door.

= For each right and left landing gear, a cylinder extends and retracts the landing gear, and another cylinder blocks
the landing gear in the extended position.

= For the front landing gear, a cylinder retracts, extends and blocks the landing gear in the extended position.

The cylinders are moved by the following electro-valves:

One genera electro-valve that sets pressure on the general hydraulic circuit (the main circuit).

One electro-valve that sets pressure on the portion of the hydraulic circuit related to door opening.

One electro-valve that sets pressure on the portion of the hydraulic circuit related to door closing.

One electro-valve that sets pressure on the portion of the hydraulic circuit related to landing-gear extending.

One electro-valve that sets pressure on the portion of the hydraulic circuit related to the landing-gear retracting.

Furthermore, in the electric circuit, an analogical relay isolates the computer from the electro-valves. The relay is

opened a certain time after the last change made in the up/down handle. This time is supposed to be sufficient for

opening or retracting the landing system. When the pilot acts again on the up/down handle, the relay is closed.

On/Off sensors inform the computer about the following positions:

For each landing-gear, gear and strut actuating cylinder (landing-gear is extended).

For each landing-gear, landing gear hook (landing-gear is retracted).

For each door, door catch (door is closed).

For each door, door actuating cylinder (door is opened).

General hydraulic circuit (it is pressured).

Up/down handle (it is UP or DOWN).

Among the tasks of the control software, one is to monitor the state of the system by checking the sensors every

40ms and detecting incoherences on sensor signals (such as closed door sensor ‘on’ and opened door sensor ‘on’).

Another task isto execute the UP or DOWN sequence when appropriate, and detect any fault of the system behaviour.

In this case, the overall system (control software + controlled plant) must be analysed in order to ensure that these
tasks are accomplished within satisfactory time limits (reachability/liveness properties) and that no undesirable action
can be performed (safety properties). Among the reachability/liveness properties, one is to prove that after the last
movement of the Up/Down Handle, the landing system will be completely UP or DOWN within 14 seconds. Among
the safety properties there is to prove that two valves with opposite action (ex.: open and close door electro-valves) will
never be simultaneously opened.

4. Thelanding System Modelling

For the verification of the behaviour properties, both control software and controlled system must be considered.
The system is hybrid because it presents both events and states of discrete nature and it has a continuous part related to
the pressure dynamics on hydraulic circuits and the continuous movement of the actuating cylinders.

The hybrid formalism used for the modelling is the Differential Predicate-Transition Net (DPT net) [Champagnat et
al 1998]. Briefly, in a DPT net:

A set of variables (x;) is associated with each token.
= A differential equation system (F;) is associated with each place (P): it defines the dynamic of the x; associated

with the tokens in Pi, according to the time (0).
= An enabling function (g) is associated with each transition (t;): it triggers the firing of the enabled transitions

according to the value of the xi associated with the tokens of the input places.
= A junction function (j;) is associated with each transition (t;): it defines the value of x; associated with the tokens of

the output places after the transition firing.

According to the proposed approach the system must be modelled as a set of interacting objects, organized in
classes. The modelling approach has already been the focus of other papers [Villani et al, 2002a]. Here only a brief
summary is presented. For the introduction of the object-oriented concepts to the DPT net, the following statements are
defined, based on class and object concepts of Booch et al [1998]:
=  Thebehaviour of each classis modelled by a DPT net.
= Each object has a set of attributes, which includes its name, the name of the objects it can interacts, and any other

variable or parameter used to determine the object dynamic and the interaction with others objects.
= Thestate of each object is represented by atoken (or a set of tokens in athe class net).
= The only way for two objects to interact is by discrete method calls (represented by merging two transitions) or

continuous variables sharing (one object can “read” the value of the variables of other objects).



The net of the overall system can be represented in two ways. In a concise representation where there is asingle net
for each class and all the objects are represented in it. Or this concise representation can be unfolded into a safe net
(each place can contain just one token) where each object has its own net and the transition mergings are static. In this
paper the second way is used, which is more suitable for the analysis.

The Rafale Landing System is composed by a set of 68 objects organized in 24 classes. From the 24 classes, 7
model the behaviour of the control software. The others are models of the physical components of the landing system,
including sensors (1 class), actuators and hydraulic/electrical circuit components (8 classes)®,

As an example, the model of 4 classes are presented in the following: the Class 12 - Dedicated Hydraulic Circuit,
the Class 10 - Positive Pressuring Electro-valve, the Class 14 - Electrical Circuit of Positive Pressuring Electro-valve
and the Class 24 - Dedicated Controller. The class names are in italic and object names are underlined.

In order to understand these models, a more detailed presentation of this part of the system is given.

The actuating cylinders of doors and landing-gears are moved according to the pressure on the hydraulic circuits
connected to them, which are called dedicated hydraulic circuit and are modelled as objects of Class 12. The two
objects of this class in the landing system are Door Hydraulic Circuit and Landing-gear Hydraulic Circuit. In each
dedicated hydraulic circuit, the pressure is controlled by two valves, called positive pressuring valve and negative
pressuring valve (Class 10 and Class 11). There are two objects for each of these classes. The Open Door Electro-valve
(Class 10) and the Close Door Electro-valve (Class 11) interact with the Door Hydraulic Circuit (Class 12). The Extend
Landing-gear Electro-valve (Class 10) and the Retract L anding-gear Electro-valve (Class 11) interact with the Landing-
gear Hydraulic Circuit (Class 12).

Figure 3 presents a schema of this part of the landing system. The dedicated hydraulic circuit can assume 3 main
configurations. negative pressured, positive pressured and blocked. If the two valves are simultaneously opened the
circuit pressure is considered as null and the cylinder behaviour is unpredictable (this situation should never occur in the
landing system).
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Figure 3. Hydraulic circuit and valves for the actuating cylinders (dedicated hydraulic circuit).

The model of the Class 12 is presented in Figure 4. The pressure in the hydraulic circuit (continuous variable ‘p’) is
set according to the pressure on agenera hydraulic circuit (variable pg, > from a class not presented here).
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Figure 4. Model of Class 12 - Dedicated Hydraulic Circuit.

No pressure

The model of the Class 10 is presented in Figure 5. When the valve is opened, if the dedicate hydraulic circuit is
blocked, the valve sets it to positive pressured (ts.10 merged with t4.1,), if the circuit is negatively pressured, the valve
sets it to no pressure (ts.10 With ts.12). When the valve is closed, if the hydraulic circuit is positively pressured, the valve
blocksit (t2.10 With t3 12), if the hydraulic circuit pressure is zero, the valve set it to negative pressured (ts 10 with ts 12).

Class 11, which also interacts with the dedicated hydraulic circuit, is similar to the Class 10, but instead of setting
positive pressure on the dedicated hydraulic circuit, it sets negative pressure (the transition mergings are tz.11/2.12, ts.118.12,
ts11/1.12 @Nd t5.11/7.12).

Class 14 acts on Class10. Its model is presented in Figure 6. The electrical circuit determinesif the electrical-valve
will be opened or not according to the signal from the control software (Class 24) and the position of the analogical
relay (not presented here). Basically, the electro-valve is effectively opened (firing of t1.14) if the circuit is energized by
the control signal (firing of t4.14), when it has already been closed by the analogical relay (firing of t7.14). If the electro-
valveisclosed (P..14) when the analogical relay opens the electrical circuit (firing of ts14), it is opened (firing of ts 14). In

% The complete model is available for downloading at http://www.pmr.poli.usp.br/|sal.




the landing system there are two objects of this class: the Open Door Electrical Circuit and the Extend Landing-gear
Electrical Circuit.

Class 15 is similar to Class 14, but instead of acting of Class 10, it acts on Classl1. In the landing system there are
also two objects of this class: the Close Door Electrical Circuit and the Retreact L anding-gear Electrical Ciruit.

Methods provided by the class
t1.10 — Open Positive Pressuring Electro-valve
t5.10 ts.10 — Close Positive Pressuring Electro-valve

tl,]_o P2.10 t4,10
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Figure 5. Modédl of Class 10 - Positive Pressuring Electro-valve.
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Figure 6. Model of Class 14 - Electrical Circuit of Negative Pressuring Electro-valve.

Class 24 is presented in Figure 7. There are two objects of this class. Door Electro-valve Controller and Landing-
gear Electro-valve Controller. Indirectly, they control the objects of Class 12.
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Figure 7. Model of Class 24 - Dedicated Electro-valve Controller.

When the method ‘ Open/extend’ is called (firing of t.24), first alight isturned on. Then, the correspondent object of
Class 14 is energized (firing of ts24). The object then waits for the confirmation by sensors that al the doors are opened



or landing-gears extended (firing Of tg 24, to.24 @nd ti0.24). If it NOt happens in a time interval of Ky 4 o then an darm is
turned on. After the confirmation, the controller stops energizing the circuit in order to close the valve and maintain the
current position. When the ‘ Close/retract Dedicated Electro-valve Controller’ is performed, the same happens but this
time the correspondent object of Class 15 is energized in order to close the doors or retract the landing-gears.

As the scope of this case-study is to analyse the system under nominal operation, the fault detection is included in
the models (and a part of the analysis is to prove that no fault is detected under nominal operation), but the diagnosis
and treatment are not. It is why nothing is specified when the alarm is turned on. When a fault is detected it is
considered that the system entersin a deadlock state.

5. Overwiew of the Proposed Analysis Approach

Two kinds of analysis problems are considered by the proposed approach: the verification of reachability/liveness
properties and of safety properties. In the first case, we want to verify that starting from an initial state (completely or
partially defined), or from the occurrence of an event, another state will always be reached or another event will always
happen. Thiskind of property can include restrictions upon continuous variables or time durations. In the second case, it
is necessary to prove that whatever happens in the system, some forbidden or dangerous states are never reachable.

The most important point of this approach is modularity. Each object, or a small set of object, is analysed at atime.
The process starts by considering the objects whose states or transitions are directly concerned by the proof. Taking as
an example the verification of safety properties, if the forbidden state is represented by a Petri net place that cannot be
marked, then the object containing this place is analysed first. From this forbidden state, a set of scenarios is built by
investigating all the possible behaviours that could have led to it. This research is called backward reasoning (because it
goes back in time and event sequence). For the reachability properties, the first object analysed isthat of theinitial state
or initial event. From this event or state, the next possible states are determined using the forward reasoning. Once the
set of scenarios is defined, a set of conditions about the interactions of this object with others objects (method calls or
variable sharing) are determined in order to guarantee the property. Then the objects involved in these interactions must
be analysed in order to prove the conditions, and so on.

In both forward and backward reasoning, the equivalence between linear logic and Petri net [Girault et a., 1997] is
used to formally represent the discrete part of a scenario as a linear logic sequent. Among the advantages of this
association is that it focuses on the causality constraints between the transitions. The next or previous possible events
are investigated by using the methods proposed by [Khalfaoui et al, 2001]. This matter is treated with more details in
[Villani et al, 2002].

In order to better illustrate the proposed approach, the steps for safety property verification are detailed in the
following.

Sep 1 - Analysis of Discrete Part — Determining the set of Scenarios by backward reasoning

From the forbidden state, the Petri net is fired backward. Each time that two conflicting transitions are enabled, two
different scenarios are generated. The number of transition firings that must be included in each scenario for proving the
property is previously unknown. An arbitrary number can be set and if it is not sufficient to prove the property, the
overall process of analysis can be repeated including more transition firings.

Sep 2 — Analysis of the Continuous Part

Similarly, starting from the possible values for the continuous variables that can satisfy the enabling function of the
scenarios' transitions, the set of possible evolutions for these variables is determined considering the equation systems
associated with places and the junction function associated with transitions.

Sep 3 — Analysis of Object Interaction - Determining the set of conditions for proving the property

For each scenario that can lead to the forbidden state, the interaction of the object with other objectsis analysed in
order to determine a set of conditions that can invalidate the scenario. These conditions are such that they must turn
impossible the firing of one or more transitions of the scenario. Examples of condition are: restrict the value of an
external variables in order that enabling function of the transition will never be satisfied, or impose that a method will
never be called, etc.

For each scenario, the conditions generate obligations of analysis to other objects. The next steps are performed for
each obligation of analysis, and can result in a new set of obligations. They are repeated until no more obligations are
left.

Sep 4 — Analysis of the Discrete Part - Scenario refinement

For each new object that is analysed, each scenario must be refined in order to include the behaviour of this object.
Taking as an example the case when the scenarios built in Step 1 for an Object A contains two transition firings from the
interface of Object A with Object B, then the possible behaviours for Object B between this two transition firings must
be determined. When more than a possible behaviour is found then the scenario is unfolded into various scenarios.

Sep 5-— Analysis of the Continuous Part
This step is similar to Step 3. After investigating the possible behaviour of this object for each scenario, if the
conditions are not proved, then the analysis process continues by considering the interactions of this object with others.
During the analysis process, hypotheses that are considered as ‘reasonable’ by the user (the person who is making
the analysis) can be temporally assumed as true. They must be proven in the end. The aim of these hypotheses is to



restrict the number of scenarios. They are a based on the user knowledge about the system (interpretation of the model)
and cannot be inferred from the model formalism. Each hypothesis works as an intermediate lemma in a mathematical
proof: it reduces a complicated proof into a concatenation of elementary proofs.

6. Exampleof Verification of a Behaviour Property

The property to be proven is that the state “No Pressure” (P4.12) of the object Door Hydraulic Circuit of Class 12 is
not reachable. The possible initial states are the landing system up or down. Due to the limited space, some steps of the
analysis are not presented”.

Besides the Door Hydraulic Circuit, this safety proof involves the analysis of the objects Open Door Electro-valve
(Class 10), Close Door Electro-valve (Class 10), Open Door Electrical Circuit (Class 14), Close Door Electrical Circuit
(Class 15) and Door Electro-valve Controller (Class 24). The sequence of analysisis aresult of the possible interaction
among classes and isillustrated in Figure 8.

Analysis of Open Door Analysis of Open Door _
Analysis of Door Electro-valve (Class 10) ’ Electrical Circuit (Class 14) Analysis of Door
Hydraulic Circuit Electro-valve Controller

(Class 12) Analysis of Close Door Analysis of Close Door (Class 24)
Electro-valve (Class 11) [~ ®|Electrical Circuit (Class 15)

Figure 8. Sequence of analysis.

Analysis of Door Hydraulic Circuit of (Class 12)
Sep 1 - Analysis of Discrete Part — Determining the set of Scenarios by backward reasoning

Basically, the state “No Pressure” is reached if both the open door and close door electro-valves are concurrently
opened. By backward reasoning, two possible scenarios that could lead to this situation are found: first open the Open
Door Electro-valve and then open the Close Door Electro-valve (Scenario 1), or exactly the opposite, i.e., open the
Close Door Electro-valve and then open the Open Door Electro-valve (Scenario 2). Both are illustrated in Figure 9. In
each graph, the nodes are the transition firings and the connections among them represent the conditions for these events
(in Scenario 1, transition t 10412 Must fire in order to produce the token in Ps 12, that is a condition for firing ts 11/7.12).

Sep 2 — Analysis of the Continuous Part

There are no enabling functions associated with the transition firings. It will be assumed that the continuous
dynamic of the variable ‘p’ does not interfere in the proof. If this assumption turns to be false, the analysis of Door
Hydraulic Circuit must be done again.

Asthelocal analysis of this object does not prove the property, it means that, if the property istrue, it is ensured by
the behaviour of the objects that interact with Door Hydraulic Circuit. The next step is to determine what are the
conditions that the interacting objects must satisfy in order to reach the forbidden state. At least one of these conditions
must be proven as false by analysing these objects.

Sep 3— Analysis of Object Interaction - Determining the set of conditions for proving the property

There are two ways of proving that each scenario will never happen. For Scenario 1, it should be proven that
transition t4.104.12 Never fires or that transition ts11/7.12 Never fires. For Scenario 2, it should be proven that transition
ta111.12 Never fires or that transition ts106.12 NEver fires. The first possibility for each scenario is probably false because
otherwise the hydraulic circuit would never be positively or negatively pressure, which means that the doors would
never change its position. The second possibility is more reasonable and therefore is the way chosen to prove this
property.

The interface transition ts 11,712 can firewhen it is enabled both in Class 12 and in Class 11. In Class 12 it is enabled
from the firing of t4104.12 until the firing of any other transition that consumes the token in P31,. The only possible
alternative scenario for Scenarios 1 is Scenario 3. Similarly, the aternative scenario for Scenario 2 is Scenario 4. In
Scenario 3, after opening the Open Door Electro-valve, this valve is always closed before the Close Door Electro-valve
could be opened. Similarly, in Scenario 4, after opening the Close Door Electro-valve, this valve is aways closed
before the Open Door Electro-valve could be opened.

Scenario 3 Scenario 4
Scenario 1 Scenario 2 (alternative to Scenario 1) (alternative to Scenario 2)
——»e ———»eo —— o ——»eo
ta.10/4.12 ts11712 11112 t5.10i6.12 ta.10/4.12 t2.10/3.12 ta11/1.12 t2.11/2.12

Figure 9. Scenarios for the Door Hydraulic Circuit.

In order to prove that P41, is never reached, it must be proven that transitions tz 101312 @and t2.11/2.12 fires before ts 11/7.12
and ts 10/6.12 get enabled in Class 10 and 11. In this case, Scenario 3 and 4 will always happen instead of Scenarios 1 and
2. For this, objects of Class 10 — Open Door Electro-valve and of Class 11 — Close Door Electro-valve must be
analysed.

* A complete version can be found in http://www.pmr.poli.usp.br/Isa/, as well as other examples of property verification
for the Rafale landing system.




Analysis of the Open Door_Electro-valve (Class 10)
Sep 4 — Analysis of the Discrete Part - Scenario refinement
In Scenario 1, the only transition of the interface Class 10/Class 12 that is fired, iS ta104.12. In Order to determine
when transition t4.104.12 g€t enabled in object Open Door Electro-valve, the backward reasoning is applied. The possible
scenarios that can lead to the final marking that enable this transition (P2.10) are explored (these scenarios cannot contain
any other transitions of the interface of Class 10/Class 12). In this case the only way of reaching P10 is by firing
t1.141.10. The sameisdone for Scenario 2, resulting that the only way of enabling ts 10612 IS also by firing t1 141 10
Scenario 3 contains two transitions of the interface Class 10/Class 12: 4101412 @nd t2.10i3.12. The first one is pre-
condition for the second. In this case it is necessary to do two local analysis: determine the possible scenarios that can
lead to the marking that enable this transition t4.10/4.12 (P2.10), and determine the possible scenarios that after the firing of
t210m.12 (P210) can lead to the marking that enable transition ty10312 (P310). The results are presented in Figure 10
(Scenario 4 is not presented because it does not contain any transition of Class 10).

Scenario 1 Scenario 2 Scenario 3
t1.1411.10 t1.14/1.10 tr.1411.10 t5.14/6.10
ta.10/4.12 ts.11/7.12 ta11/1.12 t5.10/6.12 ta.10/4.12 t2.103.12

Figure 10. Scenarios 1,2 and 3 including the transition firings of Open Door Electro-valve.

Sep 5 - Analysis of the Continuous Part
There is no enabling function associated to the transition firings and no equation system associated to places.
In order to determine the time of the transition firings, the following hypotheses are made (and proven in the end):
Hypothesis 1 — When t1.1411.10 fires, either ts.104.12 OF ts.106.12 @re enabled (and therefore fires instantaneously).
Hypothesis 1 results in 04.10/4.12 = O1.1411.10 (Case Of t4.10/4.12 €Nabled) and s 10/6.12 = B1.1411.10 (CaSE Of t5.10/6.12 ENADIed)
Hypothesis 2 — When ts 14/6.10 fires, either t;.1013.12 OF ts1055.12 are enabled (and therefore fires instantaneously).
Hypothesis 2 results in 62.10/3.12 = B5.146.10 (Case Of tz2.10/2.12 €nabled) and 03 1055.12 = Bs.1416.10 (Case Of tz.1055.12 €Nabled)

Considering these hypotheses, the proof to be done is rewritten as:
—  For Scenario 1 and 3: After the flrlng Of t1.1411.10 aNd t4.10/4.12, transition ts.146.10 and t2.10/3.12 have to be enabled and
fired before transition t5.11/7.12.
— For Scenario 2 and 4: After the firing of t4111.12, transition t..112.12 has to be enabled and fired before transitions
t5.10/6.12 OF 11.14/1.10.
The object of Class 14 — Open Door Electrical Circuitt, must be analysed. Due to the limited space, the next
analyses will be summarised.

Analysis of the object of Class 11, Class 14 and Class 15 — Close Door_Electro-valve
The analysis of object of Class 11 issimilar to that of Class 10. The final results are:

— For Scenario 1, in order to firets 11/7.12, t1.151.11 must be fired.

- For Scenario 2 and 4, in order to fire t4.11/1.12, t1.151.11 MUst be fired.

- For Scenario 4, in order to fire t2.11/2.12, t5.15/6.11 MUSE befired after theflrlng of t4.11/1.12.

By analysing the time of transition firings and making hypotheses, the proof to be done is rewritten as:

- For Scenario 1 and 3: After the flrlng of t1.14/1.10 and t4.10/4.12, transition ts.14/6.10 and t2.10/3.12 have to be enabled and
fired before transition ts 11/7.12 OF t1.51.11.

—  For Scenario 2 and 4: After the flrlng Of t1.151.11 @nd ts11/1.12, transitions ts 15611 and t».11.2.1» has to be enabled and
fired before transitions ts 10/6.12 OF t1.14/1.10.

Briefly, the analysis of object of Class 14 and 15 resultsin a set of conditions for the transition firings. By making a
set of hypotheses, it is determined that the Open Door Electro-valve is effectively opened (firing of t4.1014.12) as soon as a
command for opening the valve is executed (firing of te24/4.14), i.€., thereis no time interval between the two events. Itis
also closed (firing of t,10212) 8S SO0N as a command for closing the valve is executed (firing of tis24/2.14).
During the analysis of object of Class 14 the following hypotheses are made:
Hypothesis 3 —When ts 244.14 firests 1411.10 gets enabled in atime interval of A6=0 (and therefore firesin A6=0).
Hypotheﬂs4 resultsin: 01.141.10 = 06.24/4.14
Hypothesis 4 —When t15 241214 fireSts 14610 gets enabled in atime interval of A6=0 (and therefore firesin A6=0).
Hypotheﬂs4 resultsin: 0s.14/6.10 = 015.24/2.14

The sameisvalid for the Close Door Electro-valve. The proof to be doneis rewritten as:
- For Scenario 1 and 3: After the flrlng of t6.24/4.14, 1.14/1.10 and t4.10/4.12, transition tis.4/2.14, ts.14/6.10 and 12.10/3.12 have to
be enabled and fired before transitions ts.11/7.12 OF t1.51.11 OF t16.24/4.15.
— For Scenario 2 and 4: After the flrlng of t16.24/4.15, 11.15/1.11 and ta.11/1.12, transitions ts4/2.15, ts.15/6.11 and 11212 hasto
be enabled and fired before transitions ts.10/6.12 OF t1.14/1.10 OF te.24/4.14.
The last object to be analysed is Door Electro-valve Controller of (Class 24), which fires all the transitions involved
in the statement).




Analysis of the object of Class 24 —Door_Electro-valve Controller
Sep 4 — Analysis of the Discrete Part - Scenario refinement

In the absence of alarm (norma behaviour), there is a unique behaviour of object Door Electro-valve Controller
after the firing of ts244.14 (Scenario 1 in Figure 11) and a unique behaviour after the firing of tis2414.15 (Scenario 2 in
Figure 11).

Scenario 1
tg.24116.17. W tg.24116.17.w

te.24/4 5.24/2.14 t18.24 t17.24 t16.24/4.15

ti0.2411617.R

Scenario 3

t1.141.10

>

t10/4.12 511712 ta104.12 t2103.12
i Scenario 4
tll.24/14.17.W Scenarlc 2 t11.24/14.17.W
t16.24/4..24/2.15 t3.24 t124 224 to2am14 t16-24/4‘24/2-15

t
tras1.11 1.14/1.10

A 4 »

ta111.12 tsioeiz  laiuni2 t2.112.12
Figure 11. Scenarios 1, 2, 3 and 4 including the transition firings of Class 24.

These Scenarios verify the condition that after the firing of ts 24/4.14, transition tis242.14 iS enabled and fired before
transition tis.24/4.15, and that after theflrlng of t16.24/4.15, transition ts 24/2.15 is enabled and fired before transitions te.0a/4.14. IN
order to prove that t5.14/6.10 and t2.10/3.12 also fires before t15.24/2.15, and that t5.15/6.11 and tr2112.12 also fires before t5.24/2.14, the
continuous part must be analysed.

Sep 5 - Analysis of the Continuous Part

By analysing the continuous part, it is verified that there is always a minimum time interval of Kq 4 i (>0) between
the command to close the Open Door Electro-valve (firing of ti5.4214) and that to open the Close Door Electro-valve
(firing of t16.244.15). As the firing of enabled transitions is priority over the time evolution in the DPT nets, transitions
15.14/6.10 and 12.10/3.12 alWﬂyS fire before transition 116.24/4.15 (aCCOfdi ng to the HypOthe%S 1'4, t5.14/6.10 and t2.10/3.12 get
enabled in atime interval of A6=0 while tis2414.14 g€t enabled after AO = Kq 4 i >0). It means that the Open Door Electro-
valve is always effectively closed when the Close Door Electro-valve is opened. The same is valid for the command to
close the Close Door Electro valve and that to open the Open Door Electro-valve.

The safety property is therefore proven if the hypotheses that have been assumed are also proven to be true.

Proof of Hypothesis 1, 2

For the proof of these hypotheses, the net of Classes 10, 11 and 12 are fused.

Proof of Hypothesis 1: When t; 141 10 fires, either t4 10412 OF t5106.12 @re enabled (and therefore fires instantaneously).

Hypothesis 1 can be rewritten as ‘M(P2.10) < M(P1.12) + M(P2.12)’. In the net resulting from the fusion of the net of
Classes 10 and 12, the following place invariant is identified: ‘M(P1.10) + M(P2.10) — M(P1.12) — M(P2.12) = 0", according to
theinitial markings. Therefore ‘M(P2.10) = - M(P1.10) + M(P1.12) + M(P2.12)’ and Hypothesis 1 is proven.

Proof of Hypothesis 2: When ts 14610 fires, either t, 10312 OF t3195.12 are enabled (and therefore fires instantaneoudly).

Hypothesis 2 can be rewritten as ‘M(Ps.10) < M(Ps.12) + M(P4.12)". In the net of, the following place invariant is
identified: ‘M(P3.10) + M(P4.10) — M(P3.12) — M(P412) = O', according to the initial markings. Therefore ‘M(P3.10) = -
M(P4,1o) + M(P3.12) + M(P4,12)’ and HypOtheSlS 2is proven.

The proof of Hypothesis 3 and 4 are similarly done by fusing the nets of Classes 14 and 10. In order to make this
proof, the following hypothesis must be made: the Open Door Electrical Circuit isonly opened by the Analogical Relay
(t5.15/3_14) while the valve is not energized, i.e., 0516314 & [96_24/4_14, 915424/2414], which means that te 145610 Never fires. The
proof of thislast hypothesisisinvolve objects of classes not presented in Section 4, and therefore is not discussed here.

Although the proof of this behaviour property is relatively simple, it shows how the state explosion problem can be
avoided. Taking Scenario 1 as an example, in aglobal approach it would be necessary to consider all the possible events
in the other 62 objects between ts 24414 and ts11/7.12. |f the scenario duration were of a few seconds, it would include
thousands of events related to the coherence checking that are executed by the control system with a frequency of
milliseconds. Furthermore, different scenarios would be created for considering the possible orders of independent
events, such asthe firing of tg 24, t10.24, @Nd t11.24. FOr the property verification it is not relevant if to 24 fires before or after
t10.24, it isOnly important to consider that both of them fires after ts .4 and before ;s 24. The focus on the causality among
events instead of on the global sequence of events is possible due to the use of linear-logic as formalism, thisissue is
detailed in [Villani et a, 2002b].



7. Conclusion

In this paper a new modular approach is introduced for the verification of propertiesin control systems. The aim of
the approach is to avoid large models of the system where the state of all its components are considered and where
global sequences of the events must be defined. Instead of it, the proposed approach analyses each object (or small sets
of objects) at atime and focuses on the causality constraints between the transitions. In this manner, the state explosion
problem can be avoided.

It is important to highlight that the overall analysis approach cannot be automated because it needs the user
interaction (and therefore it cannot be entirely performed by a computational tool). However, the purpose of this
approach is not to be faster or easier to use than automatic tools, but to provide an alternative solution for the cases
where these tools turn out to be unable to solve the problem. Simultaneously, some steps of the approach can still be
automated (such as the building of discrete scenarios and the computation of place invariants) and, among the future
tasks, the development of a supporting computational tool is considered. Its purpose is to aid and guide the user
throughout the analysis process, merging user knowledge of the system and computer processing capability in a
synergetic way in order to solve complex problems.

At present, the approach is being applied to a number of examples in order to identify its limits and the kind of
problems to which it is better applicable. In addition to the landing system, which presents complex discrete interaction
among objects, another case-studied considered is the supervision of a cane sugar factory. Contrarily to the landing
system, this case-study has objects with complex continuous dynamic and numerous continuous variable sharings.
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